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1 Introduction

web3 “is a novel conception of the architecture that underpins the internet, and it follows
from two broad “iterations” of the world wide web (Web 1.0 and 2.0)” [1]. Comprehensively
“defining [web3] meaningfully is non-trivial” but three concrete key infrastructural enablers
have been identified [2]:

1. individual blockchains with enhanced performance and security properties to serve as
the ideal platforms to support verifiable computing.

2. federated or centralized platforms, capable of publishing verifiable states, to compensate
for the functionality that is difficult or infeasible to realize on-chain.

3. a secure interoperability platform to hyperconnect these distributed and isolated state
publishers (i.e., both blockchains and federated / centralized platforms) to provide a
unified and connected computing platform.

This concept has been met with both, “hyper-enthusiasm” [2] and criticism [3]. In particular,
web3 and the underlying concepts have been criticized for the following reasons [3]:

• web3 suffers from bad engineering.

• Non-fungible tokens (NFTs), financial securities consisting of digital data stored in a
blockchain, do not carry any legal rights to anything.

• web3 suffers from the Oracle problem [4].

• web3 affects the climate negatively.

• web3 is based on pyramid schemes.

• the web3 community has no answers to questions of fairness or even monopolies.

• web3 is apolitical.

• web3 is just a new space for accumulation.

• web3 is a declaration of war against a lot of the political and social progress of the last
decades.

The aim of this article is to address and contextualize the technological criticism of the web3
concept mentioned above, while not addressing ecological, economical, political or judicial
considerations. In particular, this article discusses only the issues of scalability (see Section 2),
processing power (see Section 3) and the Oracle problem (see Section 4).
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2 Scalability

It has been stated that web3 is “bad engineering” and neither performs nor scales. “Bitcoin
currently can do about 4.5 transactions a second, [while Ethereum] can do about 30 transac-
tions a second. That is ridiculously low. The VISA network to process credit cards can do up
to [24,000] transactions a second (they currently do about [1,740] a second)” [3]. This section
addresses this statement by comparing achievable TPS of different web3 projects. Please note
that this article only focuses on throughput (i.e. the number of possible TPS) as a metric for
scalability. However, blockchain scalability also includes additional factors, such as storage
(i.e. size of the blockchain), cost (i.e. transactions fees) and latency [5].
A position paper published in 2016 mentioned a maximum throughput of 7 transactions per
second (TPS) on the Bitcoin blockchain [6]. For Ethereum, a publication from 2019 mentioned
that “the throughput is currently capped at around 15 transactions per second in the public
network” [7]. It is true that scalability of blockchain technologies “remains a crucial chal-
lenge” [8]. However, a large variety of different strategies to address blockchain scalability
exist. Figure 1 presents a taxonomy and comparison of blockchain scalability solutions [5].

Figure 1: Taxonomy and comparison of blockchain scalability solutions (taken from [5]).

This figure distinguishes between first layer sharding solutions, other first layer solutions and
second layer solutions. The first layer describes the underlying main blockchain architecture,
while the second layer describes an overlaying network that lies on top of the underlying
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blockchain. The term sharding describes a division of the network into subsets called shards
that each work on a different set of transactions [5]. This section discusses specific solutions in
more detail below.

2.1 Bitcoin

In 2016, a paper draft was published providing details about the “Bitcoin Lightning Network”
[9]. It proposed a system with which Bitcoin “can scale to billions of transactions per day with
the computational power available on a modern desktop computer today” [9]. The Lightning
network is the most popular payment channel network (PCN), which is a “promising solution
to mitigate the scalability issue [of blockchains], by allowing users to perform transactions
off-chain. In particular, in a PCN, two users can establish so-called payment channels among
each other, in a peer-to-peer fashion. The set of channels can then be seen as a graph, in which
users are represented as nodes and channels are represented as edges”. The number of nodes
of the Lightning network has been steadily growing over the past few years but it has recently
been shown that “the top 10 % of all nodes control a vast majority of all transaction routes,
and that the controlled share increases over time”. The respective analysis “suggests that
over the last two years, the centrality [of the Lightning network] has increased significantly”
[10]. In general, the fundamental issue of Bitcoin scalability persists and “has become a major
concern” and is “fast becoming an active research topic” [8].

2.2 Ethereum

A variety of different upgrades have been proposed to “make Ethereum more scalable, secure,
and sustainable” [11]. At the time of writing, only a subset of all planned upgrades has already
been deployed to run on the main network. One of those deployed upgrades is the Beacon
Chain, which is part of the first phase of a scalable sharding approach, which is “one of the
most promising solutions to the scalability problem” [5]. Currently, fully functioning sharding
chains are not expected to be deployed on the Ethereum main network before 2023 [11].

2.3 Others

Even though Bitcoin and Ethereum are the most popular cryptocurrencies, scalable alterna-
tives exist. These can be subdivided into blockchain based solutions and alternative technolo-
gies. At the time of writing, thousands of different cryptocurrencies exist but, for the sake
of simplicity, this article only includes a subset of those deemed to be of particular interest
with respect to scalability considerations. A comprehensive review comparing many different
approaches and technologies was published in 2021 [12].

2.3.1 Blockchain based cryptocurrencies

Algorand
Algorand is a blockchain cryptocurrency protocol with a focus on efficiency [13]. A compre-
hensive experimental comparison simulating up to 500,000 network users was published in
2017 and showed that Algorand achieves 125× the throughput of Bitcoin [14]. In 2021, a tech-
nical document stated that “Algorand currently performs 1,000 TPS” and mentioned a goal of
improving TPS to ≈ 46,000 in the future [15].

Cardano
Cardano is a proof-of-stake blockchain platform that claims to be particularly scalable and en-
vironmentally sustainable [16]. Its native token is the digital currency Ada.
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The Hydra head protocol, which is of practical relevance to Cardano, achieved a maximal through-
put rate of 800 TPS in early experiments [17]. However, at the time of writing, this solution has
not been deployed on the main network. Instead, 50 TPS have been mentioned as a reasonable
upper bound in a technical report published in 2020 [18].

Graphene
Graphene is a scalable sharding blockchain [19]. Several projects, such as BitShares [20], Hive
[21] or Steem [22], are based on this blockchain. Graphene deploys a modular architecture and
claims to be capable of processing more than 100,000 TPS [19].

Solana
Solana is another blockchain based cryptocurrency and its whitepaper mentions a maximum
number of 710,000 TPS with a loss between 1 to 4 % “due to Ethernet framing” [23]. How-
ever, Solana has been heavily criticized for being unreliable and suffering from “fundamental
design flaws” in general [24].

2.3.2 Alternative cryptocurrencies

A cryptocurrency not using a blockchain is IOTA, which relies on a directed acyclic graph
called the Tangle to store transactions [25]. In theory, there is no maximum limitations on TPS
on the Tangle. However, research published in 2019 mentioned that “the maximum TPS rate
achieved on the main net was around a hundred, with internal tests showing a throughput
of several thousand TPS” [26]. Additionally, at the time of writing, the Tangle still relies on
a central coordinate server, which is planned to be made obsolete in the future but currently
remains a necessity. Thus, IOTA currently can not be considered a fully decentralized cryp-
tocurrency.

Table 1 presents a comparison of the maximum achieved TPS of different payment methods. It
is apparent that most of the selected cryptocurrencies are currently not able to achieve a max-
imum amount of TPS comparable to the established commercial Visa system. Even though
Solana and IOTA manage to surpass Visa in this regard, both solutions are not without major
flaws. Vitalik Buterin, a co-founder of the Ethereum project, once described that “trade-offs
are inevitable between three important properties: decentralization, scalability, and security”.
This concept, now know as scalability trilemma, is depicted in Figure 2. Achieving scalabil-
ity, security, and decentralization at the same time remains a key challenge and is a widely
researched topic [5].

Figure 2: The scalability trilemma (taken from [5]).

Many cryptocurrencies either already have introduced or plan to introduce crucial mecha-
nisms in the near future to improve scalability drastically [5]. Cryptocurrencies like Algorand
and Cardano both put a heavy focus on efficiency and scalability and maintain a high amount
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Payment method Maximum TPS Comment
PayPal 193 [5]

Visa 24,000 [12]
Algorand 1,000 [15]

Bitcoin 7 [5]
This number does not include recent developments,

such as the Lightning network.
Bitcoin Cash 60 [12]

Cardano 50 [18]
This number does not include recent developments,

such as the Hydra protocal.

Ethereum 15 [5]
This number does not include recent developments,

such as Sharding.

Graphene 100,000 (+) [19]
This number represents a theoretical maximum

and has not yet been achieved in practice.

IOTA unlimited [26]
At the time of writing, IOTA is not yet completely

decentralized and still relies on a central coordinate server.

Solana 710,000 [23]
Solana has been heavily criticized for being unreliable

and suffering from “fundamental design flaws” in general. [24]

Table 1: Comparison presenting the maximum achieved TPS of different payment methods.

of TPS without, to the best of my knowledge, displaying any major design flaws. The same
is true for Graphene, which is the foundation for many other web3 projects. Hence, I conclude
that criticism, such as “[web3 services are] architecturally not suitable to run anything at scale”
[3], does not hold up to the facts. Blockchain-based solutions and a large variety of current
and future strategies exist contradicting this statement.

3 Processing power

In addition to scalability, web3 has also been criticized as suffering from bad engineering when
it comes to processing power: “Ethereum - the blockchain [many web3 services are] using - has
the computational power of an old Apple II box. It uses as much electricity as the Netherlands
for it but from a purely processing power standpoint that thing is slooooooooow. Like: An
old Raspberry Pi computer can do more [computations]” [3]. While this statement regarding
computational power might be true, it is important to understand that Ethereum is not meant
to be a general purpose computer. Instead, Ethereum can be viewed as a transaction-based
state machine that is quasi-Turing-complete but “bounded through a parameter, gas, which
limits the total amount of computation done” [27]. Even though Ethereum itself is not a dis-
tributed supercomputer, the Golem project published a whitepaper in 2016 claiming to be “the
first truly decentralized supercomputer” [28]. The utility token of this project is an ERC-20
(Ethereum-based) token [29].

4 The Oracle problem

web3 has been criticized because it “wants to nail all kinds of stuff onto some blockchain but a
lot of that (like ownership of a physical object) could only be integrated through oracles you’d
need to trust. There goes the “no authority”/”decentralized” approach. And if people pass
the object around in the physical world without updating the blockchain? It all falls apart.
The belief that you can control the world if you just put references to things and relations in
an immutable, append-only data structure is not just naive, it goes against any computer sci-
ence 101 course”.
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To address this statement, an oracle needs to be defined first. Research published in 2020 pro-
vided the following definition of this concept: “Oracles act as a bridge that can digest external
and non-deterministic information into a format that a blockchain can understand” [4]. Re-
garding blockchain and smart contracts, the oracle problem involves the trustworthiness and
reliability of oracles as they are not distributed and could provide a single-point-of-failure [4].
Research published in 2021 focusing on decentralized finances in particular mentioned that “a
biased or imprecise communication channel can result in an unwanted operation and the con-
sequent loss of millions of dollars. The large amount of hacks that were performed, exploiting
oracle vulnerabilities solely in 2020, are proof of this weakness” [30]. A large variety of differ-
ent approaches to solve the oracle problem have been proposed with each having their own
advantages and drawbacks [30]. One popular example is the Chainlink project that aims to use
decentralized oracle networks to provide tamper-resistant inputs, outputs, and computations to
support advanced smart contracts on any blockchain [31].
The oracle remains to be a challenge for web3 services of all kinds. However, the statement
that all oracles suffer from necessary centralization does not hold true [31].

5 Discussion

web3 can be criticized for a variety of reasons. A limitation of this article is that ecological, eco-
nomical, political or judicial criticisms have not been addressed. When it comes to ecological
and economical considerations a large variety of research publications supporting or refuting
some criticisms exist. For example, researched published in 2020 stated that proof-of-work
blockchains “do not pose a large threat to the climate” [32], while earlier research published
in 2019 covered economical implications of Bitcoin price developments stating that “[Bitcoin]
will either be recognized by world financial institutions as an official world currency or legal
tender which will bring it opportunity for a development, or will be clearly defined as a pyra-
mid scheme and, as a consequence, will be banned” [33].
The major focus of this article was to address technological concern and criticism as formu-
lated in [3]. It finds that statements, such as “Blockchains neither perform nor scale” or state-
ments comparing the computational power of system-on-a-chip computers to the computa-
tional power of transaction-based state machines do not stand up to rigorous scrutiny. This
article hopes to encourage future constructive technological criticism of the technical foun-
dations of web3 and also invites others to provide counter-arguments against arguments pre-
sented in this article in the spirit of a constructive debate.
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